%¢

almaharat

PRIVATE SCHOO
ablall blaoll dwe

MANAGED BY ICS

Student Digital Safety, Acceptable Use, ana
BYOD Policy

Al Maharat Private School
Policy Owner: IT Administrator / Designated Safeguarding Lead (DSL)

1. Purpose

This policy establishes the framework for safe, responsible, and ethical use of technology
within Al Maharat Private School. It combines the principles of Acceptable Use, E-Safety,
and Bring Your Own Device (BYOD) policies to ensure a unified approach to digital
responsibility, safeguarding, and online learning.

It aims to:
e Promote safe and respectful use of digital technologies.

e Protect students, staff, and the wider community from online harm.
e Support effective digital learning in line with ADEK and UAE legal standards.

2. Scope
This policy applies to:

e All students, staff, parents, contractors, and visitors using school or personal devices
on campus or for school-related activities.

e All use of school networks, Wi-Fi, and approved online platforms (e.g., Google
Workspace, Microsoft 365, ClassDojo).

e All personal devices connected to the school network under the BYOD Policy.

3. Guiding Principles

Technology use must be safe, respectful, and purposeful.

All users must act responsibly and protect privacy and data integrity.

Any form of cyberbullying, online harassment, or misuse will not be tolerated.
The school promotes digital citizenship, critical thinking, and online wellbeing.

4. Roles and Responsibilities

Leadership
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e The Principal ensures policy implementation and review. -
The DSL oversees safeguarding and e-safety incidents.
e The IT Department maintains network security, filtering, and monitoring systems.

Staff

Model responsible technology use and report safeguarding concerns.

Use only school-approved platforms for communication and learning.

Protect student data in line with UAE Data Protection Law and GDPR principles.
Participate in regular e-safety and digital awareness training.

Students

Use devices and online platforms only for educational purposes.

Protect personal data and never share passwords or private details.

Report online concerns, bullying, or inappropriate content to a teacher or the DSL.
Follow all rules in this policy when using school or personal devices.

Parents / Guardians

e Support the school’s digital safety expectations at home.
o Monitor their child’s online activity and use parental controls.
e Understand that the school is not responsible for damage or loss of personal devices.

5. Acceptable Use of Technology

All Users Must:

(74 Use technology for educational and professional purposes only.

74 Communicate respectfully in all digital interactions.

("4 Protect confidential data and respect intellectual property.

74 Access only school-approved websites and platforms.

{74 Report incidents of cyberbullying, data breaches, or misuse immediately.

Users Must Not:

() Access or share illegal, explicit, or discriminatory content.

® Circumvent school filters, monitoring tools, or firewalls.

() Use personal social media to discuss school-related matters.
() Record, photograph, or share images of others without consent.
() Engage in online harassment or impersonation.

6. Bring Your Own Device (BYOD)
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Definition

A BYOD device is any personally owned technology (e.g., laptop, tablet, e-reader) used for
learning and connected to the school network.
Mobile phones are not permitted for student use.

Expectations

e Devices must be fully charged, secure, and used for learning only.

e Devices must connect only to the school’s secure Wi-Fi — mobile data use is
prohibited.

e (Cameras and microphones may only be used with teacher permission.

e Personal gaming, messaging, or social media use during school hours is not allowed.

Security

e Devices must have password protection and antivirus software.

e The school reserves the right to inspect a personal device if there are safeguarding
concerns.

e The school is not responsible for loss, theft, or damage to personal devices.

6.1 BYOD Device Specifications and Usage Guidance for Parents

To ensure every student’s device supports our digital learning environment effectively,
parents are asked to follow the guidance below.

Device Type

e Laptops or tablets (including iPads) with a physical or attachable keyboard.
e No smartphones or eSIM-enabled devices.
e Lightweight and portable, ideally 10-14 inch screen size.

Minimum Hardware Requirements

e Processor: Intel Core i3 / AMD Ryzen 3 or newer for laptops; iPads must support the
latest iPadOS.

e RAM: 4 GB minimum (8 GB recommended).

e Storage: 64 GB minimum for tablets/Chromebooks; 128 GB+ recommended for
laptops.

e Battery Life: Minimum 6 hours, ideally 8+ hours to last the full school day.

e Screen: 10-14 inches with good resolution for readability.

e Operating System: Windows 10/11, macOS Mojave (10.14) or newer; iPadOS latest
version.

e Wi-Fi: Must support both 2.4 GHz and 5 GHz bands with 802.11ac or better.

e USB-C Port: Preferred for charging compatibility.

e Bluetooth: Must be disabled or unsupported during school hours.
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Device Charging and Usage

e Charging facilities are available on campus but are limited.
e Students must bring devices fully charged each day to ensure uninterrupted learning.

Network Usage
e Devices must connect only to the school’s secure Wi-Fi network.
e Use of VPN, proxies, or unauthorised software that interferes with monitoring is
strictly prohibited.
Backup Responsibility

e Students and parents are responsible for regularly backing up all data on devices.
e The school is not liable for loss of files, work, or data.

Support Scope

e The IT Department provides assistance for network connectivity and basic
troubleshooting only.

e Hardware repair, software installation, and personal configurations remain the
responsibility of parents and students.

7. E-Safety and Digital Wellbeing

e E-safety is part of the school’s safeguarding framework.

e The school provides regular lessons on online privacy, cyberbullying, misinformation,
and screen-time balance.

e Parents and staff receive annual training and resources on digital wellbeing.

8. Online Behaviour and Conduct

All members of the school community must:

Use respectful and inclusive language online.

Never share private information or images of others without consent.

Avoid posting school content or logos on personal social media.

Recognise that cyberbullying and online discrimination are serious offences.

9. Filtering, Monitoring, and Data Protection
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The school’s network is monitored and filtered in line with ADEK safeguarding
standards.

All connected devices (including BYOD) are subject to monitoring.

Staff and students must store data securely, using only approved cloud systems.
Any suspected data breach must be reported immediately to the DSL or IT Lead.

10. Managing Incidents and Misuse

Misuse includes, but is not limited to:

Accessing or sharing inappropriate content.

Using technology to bully or harass others.

Recording or distributing material without consent.

Storing confidential data on personal or unencrypted devices.

Consequences

Temporary or permanent loss of technology or BYOD privileges.
Disciplinary action under the Behaviour Policy or Staff Code of Conduct.
Parental notification and, if necessary, referral to ADEK or law enforcement.

11. Remote and Online Learning

Teachers must use only school-approved platforms (e.g., Google Classroom,
Microsoft Teams).

Online sessions must adhere to safeguarding protocols (professional environment,
attire, supervision).

Students may not record or share lessons without permission.

12. Legal and Regulatory Compliance

All users must comply with:

UAE Cybercrime Law (Federal Decree-Law No. 5 of 2012)
UAE Child Protection Law (Federal Law No. 3 of 2016)
ADEK Student Protection and E-Safety Standards

UAE Data Protection Law / GDPR
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13. Review and Communication

This policy will be reviewed annually or as technology and regulations evolve.

It will be shared with all staff, students, and parents at the start of each academic year.

All users must sign the relevant agreement forms before accessing school systems or BYOD
privileges.

Appendix A — Student & Parent Digital Use Agreement
We have read and understood the Digital Safety, Acceptable Use, and BYOD Policy of Al
Maharat Private School.

We agree to use all technology, devices, and online resources responsibly and ethically.

Student Name:

Class:

Student Signature:

Parent/Guardian Signature:

Date:




